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Decision/action requested

Based on the observation made in this document, request to endorse this contribution and  approve corresponding CR
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Rationale

In TS 33.501[1] clause 16.2, 16.3 and 16.4 containing NSSAA procedures between UE and AAA-S. These clauses doesn’t address the parallel authentication for NSSAA procedures and those issues are described in detail in section 4 of this discussion paper.
According to NSSAA procedures described in TS 33.501[1] clause 16.2, 16.3 and 16.4 and requirements of multiple registrations in different PLMNs described in TS 33.501 and 23.501/502, multiple simultaneous NSSAA may get triggered by AMFs of different PLMNs because of following reasons:

· UE may initiate a registration to an AMF of the second network, which may trigger a NSSAA on a S-NSSAI,  before NSSAA of the S-NSSAI triggered in the first network has not completed. This scenario  is currently not clearly specified in the existing technical specifications, but if this happens the EAP layer in the UE will not be able to handle parallel EAP authentication with the same EAP server and EAP id. So how to handle this scenario need to be spelt out clearly in the specifications.

· From the network side, the AAA-S which is authenticating the UE for the network slice in the NSSAA procedure, may initiate reauthentication and reauthorization of the UE, technically anytime after the authentication for any reason. If this happens the behavior of NSSAF which receives the re-authentication request is not clearly defined, The NSSAAF may trigger either or both AMFs to initiate new NSSAA procedure(s). This may lead to raising conditions in the UE involving AMF in two networks. 

The current specifications have gaps to clearly describe how to handle concurrent NSSAA sessions in either UE or network side, as shown in figure 3.1. The same issue is applicable to NSSAA re-authentication and authorization case.
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Observation 1. There’s no clear requirement or solution on UE regarding how to proceed multiple EAP ID requests from different PLMNs for a same S-NSSAI.

Observation 2. There’s no clear requirement or solution on NSSAAF regarding how to proceed EAP messages of same (GPSI + S-NSSAI) from multiple AMFs of different PLMNs and distribute the EAP messages from AAA-S to AMFs.

Observation 3. There’s no clear requirement or solution on AAA-S regarding how to proceed EAP ID response of same (GPSI + S-NSSAI) if there’s ongoing EAP authentication session.

4
Detailed proposal

Proposal: Update clause 16 of TS 33.501 (Security procedures for network slices) to restrict the parallel NSSAA procedures at UE or  NSSAAF. Related procedure changes are proposed in CR S3-223810
Endorsement: Request SA3 to endorse above proposal.
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